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	ESF Coordinator: 	Black Hawk County Emergency Management Agency
	Primary Agencies:	Black Hawk Consolidated 911 Communications 
	Support Agencies: 	Black Hawk County Emergency Management Agency
				All municipal Fire Departments within Black Hawk County 
				All Law Enforcement Agencies within Black Hawk County 
				All Emergency Medical Services within Black Hawk County 
				All Communities within Black Hawk County
				Iowa Homeland Security and Emergency management
					-Alert Iowa mass notification system
				Cable Companies
					-Cedar Falls Utilities
					-Mediacom
				Communications Technology Support
					-RACOM
					-Radio Communications Systems
				Northeast Iowa Radio Amateur Association
				All Television and Radio Stations within Black Hawk County
				Des Moines National Weather Service Office
























I. 	INTRODUCTION 
 
A. Purpose 
 
 	 	The purpose of this Emergency Support Function (ESF) is: 
 
1. To serve as a basis for planning the coordination of communication assets in Black Hawk County in accordance with the county-wide Black Hawk Co. 
Comprehensive Emergency Management Plan (CEMP). 
 
2. To provide guidance for rapid alerting and warning to local jurisdictions and the public of an impending emergency or disaster. 
 
3. To provide guidance for organizing, establishing, and maintaining the communications and information system capabilities necessary to meet the operational requirements of local jurisdictions in responding to and recovering from emergencies and disasters. 
 
4. To develop guidance and procedures to ensure that Incident Command and the BHC EOC have access to accurate and timely information on which to base their decisions and response activities. 
 
5. To coordinate the effective restoration of communications after a disaster with service providers and private utilities. 
 
B. Scope 
 
2. This Emergency Support Function (ESF) applies to the communications and warning resources within Black Hawk County and the emergency use of these resources. 
 
2. This ESF will typically activate for emergencies that require a jurisdiction-wide coordinated response. This annex applies to all jurisdiction departments and agencies and is intended to assist local governments, voluntary organizations, nongovernment organizations, the private sector, and citizens within the jurisdiction. 
 
2. Communications resources include but are not limited to: 
 
2. Radio (portable, mobile, amateur)

2. Black Hawk Consolidated Public Safety Communications Center Public Safety Answering Point (911 PSAP)

2. Voice and data links

2. Satellite, landline, and cellular telephone systems

2. NOAA Weather Radios


2. The Des Moines National Weather Service's Channels on the ISICS platform and Slack, the Emergency Alert System (EAS)*, Alert Iowa and amateur radio.  The Emergency Alert System may be activated on the state, area, and local level in the event of an emergency or disaster. 
 
2. This ESF is not intended to duplicate ESF 15, Public Information. There are references in this function discussing dissemination of public information but for more details see ESF 15 Public Information. 
 
* The EAS is a national warning system that covers AM, FM, Land Mobile Radio Service, along with satellite radio, and digital radio broadcasters.  EAS also covers VHF, UHF, cable television and direct satellite broadcasters.  Radio Station WHO-AM (1040), Des Moines, is the State Primary station for the origination of state level EAS information.  Black Hawk County is in the Waterloo operational area.  

II. 	POLICIES 
1. Black Hawk Co. Comprehensive Emergency Management Plan (CEMP), as described by this ESF, will guide county communications, information systems, and warning activities related to mitigating, preparing for, responding to, and recovering from emergencies or disasters. 
 
1. Communications, information systems and warning support requirements which cannot be met at the local level will be forwarded to HSEMD through the County EOC. 
 
1. In accordance with the National Incident Management System (NIMS) policy, plain language will be used in radio traffic. Refraining from coded language is recommended.  
 
1. Each primary and support agency should conduct inspections of its infrastructure after an emergency or disaster. It is recommended that the results of those inspections be reported to the BHCO EOC. If there is damage, the owning agency will prioritize repairs. 

1. Primary and support agencies will ensure that a viable continuity of operations plan is in place to maintain essential services. 
 
1. Primary and support agencies should participate in drills and exercises to test existing plans and procedures. 
 
1. All Black Hawk County and municipal agencies should maintain, at the BHC EOC, updated contact lists for essential personnel. It is beneficial and recommended that those personnel are NIMS compliant resource typing information on their equipment. The BHC EMA maintains a listing of county and municipal primary contact, resource typing is being utilized through the ID Badge System.  Private sector agencies are encouraged to resource type their equipment as well. 
 
1. All primary and support agencies shall coordinate efforts through the Incident Command System and assist in planning activities to maintain or re-establish communication capabilities. 
 
1. Primary and support agencies will participate in post-disaster briefings and the development of an After-Action Report. 

III. 	CONCEPT OF OPERATIONS 
 
 	A. 	General 
 
1. Reliable communications and information system capabilities are necessary at all levels of government for day-to-day communications, warning of impending events, response and recovery operations, search and rescue operations, and coordination with other agencies. Such capabilities should be available to the county for operations from the primary or alternate EOC as well as any other location selected because of existing conditions at the time of the emergency or disaster. 
 
1. State or federal sources may provide temporary emergency communications assistance before or during an emergency or disaster.  
 
1. Requests to the State EOC for external communications resources are processed through the BHC EOC. 
 
1. The Emergency Alert System (EAS) operates through local radio, television stations and cable systems and is intended to provide jurisdictions with the means to disseminate prompt alerting and warning information to the public. NOAA Weather radios can be used to augment the warning and information process. 
 
1. 911 will continue to receive, and dispatch calls for service for life-threatening situations.  
 
1. 911 will continue to maintain emergency responders’ status until relieved by a Planning Section Chief. 
 
1. Generators provide backup emergency power for the 911 PSAP and the BHC EOC. 
 
1. RACOM provides maintenance and emergency repair service on 24/7 availability to 911 PSAP.   Black Hawk County has its own IT services to Black Hawk County government for County-owned or -maintained communications facilities and equipment. 
 
1. Black Hawk County government for County-owned phone computer equipment and telephone lines. 
 
8. Those service providers will do maintenance and repair for internet connectivity between county owned facilities. 

8. Century Link provides maintenance and repair for internet connectivity at the Emergency Operations Center located at 1925 Newell St, Waterloo. 

 
1. The communications and warning capabilities presently available in Black Hawk County are: 
 
0. Emergency Alert System (EAS) 
0. One way communication 
 
0. Black Hawk County Consolidated Communications 911  
1. Two-way communication 
 
0. Commercial telephone systems, cell phone & satellite. 
2. Two-way communication 
 
0. Alert Iowa (Mass Notification System)
3. One way communication  
  
0. NOAA Weather Radios 
4. One way communication 
 
0. Outdoor warning siren system 
5. One-way communication to alert public of severe weather danger  
 
0. Integrated Public Alert & Warning System (IPAWS) 
Federal, State, Local, Tribal, Territorial authorities used to issue critical public alerts and warnings. 
 
0. Northeast Iowa Amateur Radio  
0. Short wave, two-way communication 
 
j. Internet, including the Web EOC interface with the State EOC. 
    i. Two-way communication 
 
k. Email 
i. Two-way communication 
 
l. Media (All forms) 

i. Generally one way communication to the public 
 
0. Iowa Communication Network (ICN) ("The fiber optic network") 
0. Part one = 15 regional centers, the three regent universities and direct link to Iowa Public Television and the State Capitol 
0. Part two = 84 separate links from regional centers to remaining counties. 
0. two-way communication 
 
0. 211-First Call (for citizens needing information about human services) 
 
0. TTY/TDD (equipment with direct access to the 911 Center for people with speech and hearing impairment). Those who use I-Wireless as their cell phone carrier can text directly to 911 Center. 

0. Weather Spotter Network 
3. Trained people who are alerted when conditions are right for severe weather.  The spotters watch for developing weather systems and report their sightings to warn populations of impending disaster. 
3. Often these volunteers are also HAM radio or R.E.A.C.T members. 
 
0. Iowa System (Iowa Law Enforcement System) 
4. Administrative (License plates, etc.) ii. Weather information 
ii. Two-way communication system 
 
1. Public information outlets include, but are not limited to: 
 
0. KPTY (1330) to broadcast emergency instructions and information directed at the people within the county. 
0. KWAY (1470), KQMG (1220) to broadcast emergency information and instructions to adjacent counties.
0. The Waterloo Cedar Falls Courier and other local newspapers 

0. KWWL, KGAN and KCRG TV broadcast stations 
0. Local radio stations 
0. Other mechanisms as appropriate, including social networking options. 
IV. 		ORGANIZATION 

1. BHC Consolidated Communications is located at 225 E 6th Street Waterloo. The 911 PSAP functions as the consolidated countywide Public Safety Answering Point and provides dispatch services for law enforcement, fire, and emergency medical services.  
 
2. The BHC Consolidated Communication Center PSAP also serves as the initial communications, alert, and warning point for the BHC EMA.  The backup 911 PSAP will be in Cedar Rapids. 
 
3. 	Once activated, the BHC EOC also provides emergency communications. The BHC EOC is located at 1925 Newell St., Waterloo. The backup BHC EOC is located at 2200 Technology Parkway in Cedar Falls. 
 
 
1. Procedures 
 
0. When emergency management officials are alerted to a hazardous event that could lead to or has resulted in an emergency or disaster, the BHC EOC will activate at the appropriate level and the situation will be monitored.  Monitoring could be a prolonged activity or result in the immediate activation of the local information and warning systems.  
0. Normally, activation of the BHC EOC will result in the activation of this ESF. The BHC EOC may sometimes coordinate support for the Incident Command Post (ICP) of a single incident. However, during area emergencies involving multiple incidents or other resource demands, the BHC EOC will serve as the location for Unified Command and will allocate additional support and replacement of the exhausted resources. 
0. Monitoring will consist of the collection, display, and evaluation of relevant information, release of appropriate public information advisories, and discussion with response agencies and organizations. 
0. When the public must take action to prepare or protect themselves, the local warning systems will activate as time and resources allow. Warning could take the form of one or more of the following: 
1. Activation of the EAS 
 
1. Alert Iowa (Mass Notification System) 
 
1. Activation of volunteer resources 
 
1. Posting of traffic signs. (If required, County Engineer’s Office, local Public Works Offices and/or Iowa Department of Transportation will be notified to support this requirement using ESF 3, Public Works and Engineering.) 
 
V. 	RESPONSIBILITIES 
 
A. ESF 2 Coordinator  
1. When BHC EOC is activated and upon request from ESF 5 Emergency Management, report to the BHC EOC to coordinate activities in this ESF.  These activities include, but are not limited to, those mitigation, preparedness response and recovery activities outlined in Section III.D above.   
1. Review this ESF 2 document.  
1. Initiate and maintain essential records such as Check Lists, Log of Activities, and After-Action Report as per Appendix A – C.  
1. Appoint an assistant if needed to aid in managing this ESF. 

B. All Listed Agencies 
1. Provide liaison to the BHC EOC as requested. 
1. Identify and coordinate the critical communication systems and report status through their communications liaison. 
1. Return activities to normal levels as soon as possible following the emergency or disaster, unless involved with recovery. 
1. Implement internal emergency operations plans. 
1. Collectively, develop a disaster recovery plan that addresses the long-term restoration and continuity of communications services and facilities following an emergency or disaster. 
C. Black Hawk Consolidated Public Safety Communications Center (911 PSAP) 
1. In coordination with the Emergency Management Agency, conduct tests and exercises of the communications and warning systems. 
1. Develop and maintain appropriate plans and procedures to ensure, to the greatest extent practicable, the integrity of emergency communications systems. 
1. Develop and maintain procedures to share disaster related information with Incident Command and the BHC EOC. 
1. Assist with the dissemination of information and warnings from Incident Command and the BHC EOC. 
1. Disseminate information on road closures with city and county agencies and IDOT. 
1. During times of disaster, provide input on the restoration of key communications networks needed for response and recovery activities. 
D. Emergency Management Agency 
1. Conduct exercises and conduct a monthly test of the outdoor warning siren systems. 
1. Maintain BHC EOC readiness for gathering, displaying, and evaluating relevant information, which may include use of the WebEOC, operated by IA Homeland Security Emergency Management Division. 

1. Develop and maintain appropriate notification lists and procedures for activating the information and warning systems. 
1. Coordinate public information and warnings with local jurisdictions and surrounding counties as appropriate through the Public Information Officer (PIO) or a Joint Information Center. 
1. Maintain the BHC EOC in a configuration that supports the warning systems and efficient and effective communications. 
1. Develop and maintain appropriate plans and procedures to ensure, to the greatest extent practicable, the integrity of the BHC EOC telephone and voicemail systems, and internet access. 
1. Include communications and warning as part of countywide emergency management training. 
1. Issue local media advisories to supplement information provided by the NWS using the processes defined in ESF 15 External Affairs These will be based on knowledge of local effects, information about critical infrastructure, and information received from field personnel. 
1. Issue EAS messages as directed by authorized officials. 

E. Black Hawk Consolidated Public Safety Communication Board, in conjunction with the 911 Service Board 
1. Develop and maintain appropriate plans and procedures to ensure, to the greatest extent practicable, the integrity of the Black Hawk Consolidated Public Safety Communications Radio System. 
1. Develop and maintain procedures to share disaster related information with Incident Command and the BHC EOC. 
1. During times of disaster, assess and provide status on county radio systems damage and provide input on the restoration of key communications networks needed for response and recovery activities. 
1. Maintain a current inventory of communication systems and facilities critical to Black Hawk Consolidated Public Safety Communications Radio systems and maintain an inventory list. 
F. Local Public Service Agencies (Fire/Law Enforcement) 
1. Develop and maintain procedures to share disaster related information with Incident Command. 
1. Assist with the dissemination of information and warnings as requested by Incident Command. 
1. Develop and maintain procedures to provide warning to residents within their jurisdiction. 
1. Develop appropriate notification lists and procedures for elected officials and special populations such as the disabled, elderly, and infirmed, schools, day care centers, and nursing homes per agency policy. 
1. Inform BHC EMA and E911 PSAP of personnel changes in command and general staff. 
G. Black Hawk County Information Technology and Building Maintenance  
1. Develop and maintain appropriate plans and procedures to ensure, to the greatest extent practicable, the integrity of the EOC telephone and voicemail systems, internet access and the county local area network. 
1. Develop and maintain the means to expeditiously post warning information on the county’s website when requested by the PIO or designee. 
1. Develop and maintain procedures to share disaster related information when requested by the PIO or designee. 
1. Assist with the dissemination of information and warnings as requested by the Emergency Management Agency. 
1. Coordinate to participate in periodic exercises of disaster recovery business resumption plans and restoration of information systems. 
1. In coordination with the BHC EMA and the E911 PSAP, conduct tests and participate in exercises on communications and warning services. 
1. During times of disaster, assess and provide status on computer systems, networks, paging services, voicemail, and telephone service damage and provide input to Incident Command and the BHC EOC on the restoration of key communications networks needed for response and recovery. 
1. Maintain an inventory of agency communication capabilities and resources, noting availability and response criteria. 
H. Northeast Iowa Amateur Radio 
1. Continue routine testing by holding an emergency net every Sunday night at 9 P.M. on Freq. 146.940 PL tone 136.5. 
1. Participate in statewide network of amateur radio operators and equipment. 
1. Provide emergency communications, to the extent practical, at the BHC EOC, Incident 
Command Post, assembly areas, staging areas, and shelters when requested by the PIO. 
1. During times of disaster, verify the condition of amateur equipment and report through the activated net. 
1. Support will be requested through the BHC EOC. 
I. Other Supporting Agencies 
1. Assist in planning and coordinating the emergency communications, warning and information technology systems within the county to include assistance to local jurisdictions, to develop and enhance interoperability. 
1. Provide technical support and repair/replacement of communications systems to the extent possible. 
1. Prepare and maintain the agency’s plans, SOPs, and call lists. 
1. Develop plans to establish and maintain communications links between BHC EOC and field operations based on the agency’s capabilities. 
1. Identify critical communications equipment and personnel to ensure agency’s primary responsibilities are met. 
1. Identify non-critical communications assets that could be used to support response and recovery operations. 
1. During disaster response and recovery, assist in developing a countywide phased plan for the use of the agency’s non-critical assets to allocate personnel and equipment for the duration of assistance anticipated in the phased plan. 
1. Work with other agencies to develop and maintain NIMS compliant resource typing.  
1. Work with other agencies to develop common communications protocols, terminology, and common frequencies. 
1. Provide agency representation to the activated BHC EOC if possible. 
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